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06 anekTpoHHOM UHpopMaumMoHHO-06pasoBaTenLHoOM cpeae /
On Information System and Learning Environment

B uensx onpegenenus 3NEeKTPOHHOM
MHOPMaLMOHHO-06pa3oBaTeNbHOM cpenbl
B CKOMKOBCKOM  WHCTUTYTe Hayku u
TexHonoruii (aanee — MHcTUTYT) 1 nopsiaka
ee  (DYHKUMOHMPOBAHUS, PYKOBOACTBYSCh
pelleHmem Komuteta no obpasoBatenbHOM
AeATenbHOCTM  npu  Y4YeHOM  coBeTe
WHctutyta (npoTokon sacepanus oT 28
anpens 2022 r. Ne 66), B COOTBETCTBUU C
lornoxeHneM O NOKarbHbIX HOPMAaTUBHLIX
akTax,

NMPUKASBIBAIO:

1. YTBepautb MonoxeHue o6 3NEKTPOHHOI
UHpopMaLIMOHHO-06pasoBaTenbHOMN cpene
cornacHo lNpunoxenunio Ne1 k HacTosiemy
MNpukasy (nanee — Monoxexue, lNpukas).

2. HasHauuTb pykoBoautens [lenaptameHTa
NHOPMALIMOHHbIX TeXHONOorui
H.A. lenosckoro kypaTtopom MonoxeHus.

3. MpusHaTb yTpaTUBLLMM cuny Mpukas ot 21
aBrycta 2015 . Ne 168/3.

4. TMpopekTopy no pa6oTe co cTyaeHTamu

A.B. CtonapoBy pgosectn [pukas 4o
obyuvarowmxcs UHecTuTyTa.

5. loBecTun Mpukaz  po paboTHUKOB
WHcTuTyTa.

6. BO3NOXUTb KOHTPONb 33 MCMOMHEHUEM
lNpukasa Ha cTapLuero BuLe-npesugeHTa no
(buHaHCaM 1 onepauroHHON OesTenbHOCTM
T.C. 3axaposy.

Pektop / President

In order to determine the Information System
and Learning Environment in the Skolkovo
Institute of Science and Technology
(hereinafter — Institute) and the procedure for
its functioning, according to the Resolution of
the Educational Committee of the Academic
Council of the Institute (Minutes of the meeting
April 28, 2022 No 66), pursuant to the Policy
on Policies, ’

| HEREBY ORDER:

1. To approve the Regulations on Information
System and Learning Environment in
accordance with Appendix No 1 to the Order
(hereinafter — Regulations, Order).

2. To assign Head of IT Department
N.A. Ledovskii as the Regulations supervisor.

3. To terminate force of Order dated August
21, 2015 Ne 168/3.

4. To assign Dean of Students D.V. Stolyarov
to inform students of the Institute on the Order.

5. To inform the employees of the Institute on
the Order.

6. The execution of the Order is followed up by
Senior Vice President for Finance and
Operations T.S. Zakharova.

A.T. Kynewos / A.P. Kuleshov

Ucn./Prep. by E. Zhuravleva
KoHT.Ten./Tel.: 3250

AR
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[Mpunoxenune Ne 1 / Appendix No 1

YTBEPXJIEHO / APPROVED

[Ipuka3zom pektopa CKOIKOBCKOIO

WHCTHUTYTA HAYKH M TEXHOJOTHI
or 26.01.2023 r. Ne 70

Order of the President of the Skolkovo
Institute of Science and Technology
dated 26.01.2023 No 70

HOJIOKEHHUE

00 3JIEKTPOHHOU MH(OPMALTMOHHO-00Pa30BaTeJIbHOM cpejie

REGULATIONS

on Information System and Learning Environment



TepmuHbI U onpeeJIeHUs
(6 arghasumuom nopsoke)

AyreHTu UKaUA —
aBTOMAaTU3UPOBAHHAs nporieaypa
NPOBEPKU TOJJIMHHOCTH TOJIb30BATENS
OUOC nytéMm cpaBHEHHSI BBEAEHHBIX MM

YYETHBIX JTaHHBIX C JTAHHBIMU,
COXpaHEHHBIMHU B Oase JTAHHBIX
MOJIL30BaTENIEH.

BeaoMocTb — DJIEKTPOHHBIA JTOKYMEHT
(ITpunosxxenue 1), comeprkaiinii CBEACHUS
0 pe3yJibTaTtax IIPOMEKYTOYHOU
aTTeCTalluy, HOJTy4YE€HHBIX
00ydJaromuMuca MO OJHOMY Yy4yeOHOMY
AJEMEHTY.

JdemaprameHT HH(}OPMALMOHHBIX
Texnonorud (JAUT) — cTpykrypHOE
noJipaseneHue Ckonrexa,
obOecrnieunBaomiee  (PyHKIMOHUPOBAHUE
MEXaHU3MOB UICHTU(DUKAITIH B
komrnoHeHTtax OHNOC U TEeXHUYECKYIO
noaaepkky nosszobarenein IMOC.

3ayeTHasi KHMXKKA — DJCKTPOHHBIN
nokyMeHT oOyuaromierocs (Ilpunoxenue

1), B KOTOpOM B T€UEHHE BCETO MEpHoia
00y4eHus bukcupyroTcs
WUHIUBUAYaJIbHBIE PE3YyJIbTaThl OCBOCHHS
o0Opa3oBareiabHON IpOrpaMMBbl
(pe3ynbTaThl TPOXOKIECHUS
oOy4JaromumMcst IPOMEKYTOUHBIX
Y TOCYZAapCTBEHHOU UTOTOBOM

(uToroBoit) arrecranuil).

NuauBuayaJbHblii Yy4eOHBIA IUIAH —

3JIEKTPOHHBIN JTOKYMEHT,
NPEACTaBIAIONIUN COO00M IIaH y4yeOHOM
JIeSITEIBHOCTH obOyuarolerocs,
00ecIIeYnBaroIIni OCBOEHHE

o0pa3oBaTenbHON MPOTpaMMBI Ha OCHOBE
WHIUBUIyaJM3allil €€ COJCP)KaHUS C
y4eToM ocoOeHHOCTEN u

Terms and Definitions
(sorted alphabetically)

Academic records — electronic
document (Appendix 1), in which the
individual results of a student's
mastering of the educational program
are recorded during the entire period of
study (the results of the student final
discipline assessment and state final
attestation).

Authentication is  an automated
procedure for verifying the identity of
the IS user by comparing the credentials
entered by him with the data stored in
the user database.

Charter — charter of the Skoltech.

Course catalogue — an online resource
that contains the syllabuses of all
courses included in the curricula of
educational programs at Skoltech.

Credentials — identifier
password of an IS user.

(login) and



00pa3oBaTeIbHbBIX notpeOHOCTEN
KOHKPETHOT'O 00yYaromerocs.

Karanor kypcoB — omHmaiiH pecypec,
KOTOPBIN COAEPKUT pabovue IporpaMMbl
BCEX YYEOHBIX DJIEMEHTOB, BXOJAIIMX B
ydueOHbIe  IUIaHBl  0O0pazoBaTEIbHBIX
nporpamm Ckonrexa.

JlokajqibHAsi KOpHMOpaTHBHASl CeTb —
COBOKYITHOCTb AJIEKTPOHHBIX
BBIYUCIIMTEILHBIX MAIIIUH, HaXOISIIUXCS
B CETH, aIMUHUCTPUPYEMOU u
ynpasiasieMot CKoJTexoMm, B mpeaenax
tepputopun CkoiTexa, pacrojaoXKEeHHO U

mo azapecy: Tr. MockBa, bousbmon
OynbBap, 1.30, ctp.1. IlpaBuna
HCIIOJIb30BaHUS JIOKaJIbHO I
KOPIIOPATUBHON  CETH  OMPEIETSIOTCA
Ckonrexom.

ITono:xenue - [lonoxenue 00
AIEKTPOHHOM UH(POPMAIMOHHO -

oOpazoBaTeNbHOU cpefie.

MHoas3zoBaresiu IHUOC —  jwuna,
UMEIOIIME  JIOCTYIl K  DJIEKTPOHHBIM
pecypcam DHOC.

Curriculum element (course) — an

element of an educational program
curriculum, e.g. acourse, industrial
immersion or another type of practice,
research ~ or innovation  project,
Innovation Workshop, research

seminar, thesis defense, etc.

Electronic library system (ELS) — an
automated information system that
contains an organized collection of
electronic documents, including
electronic publications for information
support of education and research.

Individual study plan - electronic
document, a plan of a student's
educational activities which provides
the individualization of the educational
program content considering the
characteristics and educational needs of
a particular student.

Information System and Learning
Environment (hereinafter — IS) — a
complex of electronic informational and
educational resources,
and technological tools for the
educational programs delivery, the
management of the educational process,
the interaction between all stakeholders,
the ensuring transparency
of information ~ about  educational
activities of Skoltech, and the students
mastering educational programs in full,
regardless of the students’ location.



IHopTdoauno o0yJarmerocs —
KOMIUICKT AOOKYMCHTOB B BHCKTpOHHOfI
dbopme, MOATBEP K TAFOIITUX
VH/IMBU1yaJIbHbIE JOOCTHXKCHUS
oOyuaronierocs.

Crkouarex — ABTOHOMHas
HEKOMMeEpUecKas oOpazoBaTenbHas
OpraHM3aiusi  BBICIIET0  00pa3oBaHUA
«CKOJNKOBCKMIA ~ WHCTUTYT HAyKH U
TEXHOJIOTHI.

ConpoBo:keHne  BBINYCKHUKA —
conpoBoxaeHue B Ckoyirexe — JMIa,
YCIICOIHO mpomeamero HTOTOBYIO

aTTeCTallMI0 TI0 MPOrpaMme MOATOTOBKH
HAYYHBIX W  HAyYHO-TIEaroTHYeCKUX
KaJpoB B acTMpaHType, npu
NPEICTaBIIEHUU UM  JHCCEepPTaluu K
3alldTe, MOJpa3yMeBawIlee, B TOM
gyyucie, OecrmiaTHoe NpeIoCTaBlICHHUE
BBITYCKHUKY Aoctyna k DMOC.

Yeras — ycraB Ckoarexa.

Y4yeOHbIH 3j1€eMeHT (AMCUMILIMHA) —
AJIEMEHT y4eOHOTO TIaHa
o0pa3zoBareIbHOU IpOTpaMMBl,
HaTnpuMmep, JUCUUIUINHA,
NPOU3BOJACTBEHHAs WJIM WHAas TPAKTHKA,
HAay4YHO-UCCJICIOBATEIBCKA N 158101
WHHOBAIlMOHHBIA TIPOEKT, Macrtepckas
WHHOBAIIMI, HAYYHO-UCCIEN0BATEIbCKU I
CEeMUHap, 3aIuTa BBIITYCKHO I
KBAJTM(PHUKAIIMOHHOM pabOTHI U JIp.

IS users — persons who have access to
electronic resources of IS.

IT Department (ITD)is a structural
unit of Skoltech that ensures the
functioning of identification
mechanisms in the IS components, and
technical support of the IS users.

Grade book - electronic document
(Appendix 1) for registering the results
of final discipline assessment received
by students for one curriculum element.

Local corporate network — a set of
electronic computers located in a
network administered and managed by
Skoltech, within the territory of
Skoltech, located at Moscow, Bolshoy
Boulevard, 30, building 1. The rules for
using the local corporate network are
determined by Skoltech.

Regulations  —
Information System
Environment.

Regulations  on
and Learning



Y4yeTHble JaHHBIE — UICHTUPHUKATOP
(yioruH) 1 napoJib noJiszosarens IMOC.

JJIeKTPOHHAS MH(POPMALMOHHO-
oOpa3oBaTejbHast cpena (maisee —
ONOC) — COBOKYMHOCTH 3JEKTPOHHBIX
WH()OPMAIMOHHBIX W 00pa3oBaTEIbHBIX

pPECYpCOB, TEXHOJIOTUYECKUX CPEJICTB,
UCTIOJIE3yEeMbIX ISt peanmzaiumn
00pa3oBaTENbHbIX nporpamm,
yIIpaBJICHHS oOpa3oBaTeIbHBIM
IIPOLIECCOM, B3aUMOJICUCTBHUSA
Y4aCTHHKOB 00pazoBaTeIbHOTO
nporiecca, oOecredeHuss OTKPBITOCTH
uHdopmaruu 00  oOpazoBaTenbHOM

nestenbHocTH CKoITEXa M OCBOEHUSA
00pa30BaTEIbHBIX IMPOTPAMM B IIOJHOM
o0BemMe HE3aBHCHMO OT MecTa
HAXOXKJACHUSI 00YJarONTUXCS.

DJIeKTPOHHO-0MOIMOTeYHAsT CcHUCTeMAa
QBCO) — aBTOMATHU3UPOBaHHAS
UHQOpMALlMOHHAs ~ CUCTEMa, KOTopas

COJICPKUT OPTaHU30BAHHYIO KOJUICKIHIO
AJIEKTPOHHBIX JOKYMEHTOB,
BKJIIOYAIOIYIO AJICKTPOHHBIC HW3JaHus,
UCIIOJIb3yeMbIe IIsI HH()OPMAIMOHHOTO
obecrieueHus 00pa3oBaTeNbHOTO M
HAYYHO-HCCIIC0BATEIbCKOTO TPOIIECCOB.

Skoltech — Autonomous Non-Profit
Organization for Higher Education
"Skolkovo Institute of Science and
Technology".

Student’s portfolio — a set of electronic
documents confirming the individual
achievements of a student.

Support of a graduate - an
accompaniment at Skoltech of a person
who has successfully passed the PhD
Thesis Final Review when submitting
his thesis for defense, implying, among
other things, free of charge access to the
IS.



1. Oo0mme noJIoKeHus

1.1. Tlonoxenue
Ha3HAYEHUE, CTPYKTypY U TOPSIIOK
(GyHKITMOHUPOBAHUS AJIEKTPOHHO I
uHGOPMaLMOHHO-00pa30BaTEIbHON
cpenbl B CroJTexe.

omnpeiessieT

1.2  Tlomoxenue  pa3paboTaHo B
COOTBETCTBUUM C  3aKOHOJATEIbCTBOM
Poccuiickon ~ @enepauumn,  YcraBowm,
JOKAJIbHBIMM  HOPMATUBHBIMU  aKTaMU
Ckonrexa.

1.3. JleiictBue [Tonoxenus
pacIpoCTpaHseTCsl Ha TOJIb30BaTeleh
SUOC.

1.4, ®OyHKIMOHUPOBAHHE BOUOC
obecrnieunBaeTcs COOTBETCTBYIOIIUMHU
cpeacTBaMu MH()OPMAITMOHHO -
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTUH U
KBaTMPUKAIHEH PabOTHHUKOB, ee

HCITOJIB3YIOMINX U MOAACPIKHBAIOIIUX.

1.5. JenaptameHT oOpa3oBaHus
obecrieunBaeT  MHPOPMALMOHHYID U
y4e0HO-METOJUYECKYIO IO IJTCPIKKY
SUOC.

1.6. JUT obecrneunBaeT AOCTYINHOCTD,
uHGOPMALMOHHYIO 0€30IMacHOCTbD,

COXPAHHOCTb Y TEXHUYECKYIO MOIJAEPKKY
OHOC.

1.7. OO6yuaromnuecs
UCIIOJIB30BaTh ~ KOMITOHCHTBI
npeaHa3HauYCHHbBIE
00pa3oBaTeIbHOTO Mpollecca.

1.8. Ilpu monmyyeHUM y4YETHBIX HAHHBIX
oOyJarnmmcs MIPOU3BOIUTCS
uaeHTudukanus ero nuuHoctu. [opsmok
UACHTUPUKAUU YCTaHABIIMBAETCS
PernmamMenToM mpenocTaBlieHUs] YUETHBIX
3aluceil MOJb30BATENSAM JUIsl JIOCTyNa K
SUOC (manee — Pernament)
(Ilpunoxxenne 2). VYyeTHble JaHHbIC

00s13aHBbI
DUOC,
TUTS

1. General provisions

1.1. The Regulations determine the
purpose, structure, and procedure for the
functioning of the Information System
and Learning Environment in the
Skoltech.

1.2. The Regulations are developed in
accordance with the legislation of the
Russian Federation, Charter, policies
and procedures of Skoltech.

1.3. The Regulations apply to the IS
users.

1.4. The IS functioning is ensured by the
information and communication
technologies, and qualifications of the
IS users and personnel who maintain the
system.

1.5. The Education Department
provides informational, educational and
methodological support of the IS.

1.6. The ITD provides accessibility,
information  security, safety and
technical support of the IS.

1.7. The students are obliged to utilize
the IS components intended for the
educational process.

1.8. To receive credentials, the student
must be identified. The Procedure on
providing user accounts for access to the
IS (hereinafter — Procedure) (Appendix
2) establishes the identification
procedure. A student can use credentials
for authentication in all
the IS components.



obecrneynBaroT ayTeHTU(UKALIN IO
oOyugaromierocss BO BCEX KOMIIOHEHTaxX

OHOC.

1.9. JlevcrBus, BemoaHeHABIe B JUOC
IPOIIEIIIUM ayTeHTU(UKALIN IO
00ydJaronuMcst, MPU3HAKOTCS BICKYIIUMH
BO3HHKHOBEHHUE TpaB U 00s3aHHOCTEH, B
TOM YHCJIC MOTYT CTaTh OCHOBAaHUEM JJIsI
IPUMEHCHHSI JUCITUTUTAHAP HBIX
B3BICKaHUN K 00ydJaroemycs.

1.10. Ckonrex ompenenser MpaBuia
CO3JJaHUSl W/UJIM OTIPABKU DJIEKTPOHHBIX
JTOKYMEHTOB C ucnojs3oBannem OMOC,

BKJIIOY s ompe/iesieHHe nepeyHs
JIOKYMEHTOB, KOTOpbIE MOTYT OBITh
MOJMKUCAHbl  MPOCTOM  3JIEKTPOHHOU

NOJMUChIO. JIOKallbHbIE HOPMAaTHUBHBIC
akThl CKOJITEXa yCTaHABJIMBAIOT IpPaBUJIA
OIPENICJICHNS JIUIA, I1OIMUCHIBAIOIIETO
BJIEKTPOHHBIM JOKYMEHT
C MCHOJIb30BAHUEM TaKOM IMOJIICH.

1.11. Hcnonb3oBanue (HakKCUMUILHOTO
BOCITPOU3BEICHUS NOAMHCHU
oOyudaromerocs, BBITIOJTHEHHOTO C
MOMOIIBIO CPEJICTB MEXaHUYECKOTO WIIH
WUHOTO KOITUPOBAHUS, 1100 MHOTO
aHaJiora COOCTBEHHOPYYHOW TOAMHCHU
NPHU3HACTCS FOPUINICCKH 3HAYNMBIM IS
JIOKyMEHTOB, BJIEKYIIIUX BO3HHKHOBEHHE,
U3MEHEHUE WIN TIpEeKpalieHue
00pa3oBaTEeNbHBIX OTHOILLICHUH,
pU COOJIIOJICHUM CIICTYIOIIUX YCIIOBHIA:
1) 0  HWCIIOJB30BAHUS aHajora
COOCTBEHHOPYYHOM MOIUCH
oOyuaronuics O03HAKOMUJICA
C HACTOSAIIUM [Tonoxennem 51
COTJIACHIJICA COOJIFOJIaTh €T0;

2) 00y4aroMiCs  MCHOJB3YEeT — aHalIor
COOCTBEHHOPYYHOM MOITNCH,
COOTBETCTBYIOIIMK 00pasily MOAMKCH,
HAXOSIIEMYCS B PACIOPSIKEHUU
Ckonrexa;

1.9. Actions in the IS performed
by an authenticated student are
recognized as entailing the emergence
of rights and obligations, including the
basis for possible disciplinary sanctions

on the student.

1.10. Skoltech provides for the rules for
creating and/or sending electronic
documents using the 1S, including
defining a list of documents that can be
signed with an electronic signature.
Skoltech policies establish the rules for
determining asigner of an electronic
document using such a signature.

1.11. A facsimile reproduction of a
student's  signature, made using
mechanical or other copying, or other
analogues of a handwritten signature,
is considered being legally binding
regarding the documents that entail the
starting, changing orterminating of
educational relations, subject to the
following conditions:

1) a student has familiarized with these
Regulations and agreed to follow their
terms, before he uses the analogue of a
handwritten signature;

2) a student uses the analogue of a
handwritten signature corresponding to
the specimen signature at the Skoltech
disposal;



3) oOyuaroluiicsi HampaBW AOKYMEHTBI
B DJICKTPOHHOU (opMe, TONMUCAHHBIC
aHAJIOTOM COOCTBEHHOPYYHOU MOAMHKCH,
¢ ucnosin3oBanrem DMOC.

2. lean u 3apaun IUOC

2.1. Lennro O1OC SIBIISICTCSI
uHPOPMAIIMOHHOE W METOJMYECKOe
obecrieueHue 00pa3zoBaTeNbHO U
NesTeIbHOCTH, MOBBINIAOIIIEE

ee 3 (HEeKTUBHOCTHh U KaU€CTRBO.

2.2. 3amaun DUOC:

—  yIpaBJieHHE Y4eOHBIM MPOIECCOM;

—  OpraHusanus YCIIOBUH IS
B3aUMOJCUCTBUA MEXAY YYaCTHUKAMU
oOpa3oBaTeNbHOrO TIpollecca, B  T.4.
CHHXPDOHHOTO  W/WIXW  aCHHXPOHHOTO
B3aUMOJICUCTBUA  IOCPEICTBOM  CETH
HnrepHer;

— TPOBEACHHE YYEOHBIX 3aHATHH U
OIICHKHU PE3yJbTaTOB OOy4CHHUS;

- ¢ukcauus pe3yJbTaTOB  TEKYIIEeH,
IIPOMEKYTOUHOU 51 UTOTOBOM
aTTeCTalluy;

— MpOBEpKa Ha IJIAruar;

- ¢dopMupoBaHUE u XpaHEHHE

nopTHOJINO 00yUAFOIITUXCS

— MPeAOoCTaBICHHE MOCTyMNa K y4eOHBIM
TJTaHaM, padounm nporpaMMmam
JTUCIATUIAH u JIEKTPOHHBIM
00pa3oBaTelIbHBIM pECypcam;

- o0ecneueHue  (YHKIIMOHUPOBAHUS
OBC,;

- TpenocTaBlicHUE
JIOKaJIbHBIM HOpPMATHUBHBIM aKTam
Ckonrexa, PETYIUPYIOLIUM
00pa3oBaTebHYyI0 ACSITENLHOCTD;

- o0ecrnieueHue MOHUTOPHUHTA Ka4ecTBa

JOCTyIa K

00pa3oBaTenbHOTO TPOIIECCa;
- MOJJEepKaHHE 0e30yMakHOTO
JOKYyMEHTO000POTa;

3) a student sent the electronic
documents signed by the analogue of a
handwritten signature using the IS.

2. Goals and objectives of the IS

2.1. The IS goal is to provide
informational and methodological
support for educational activities to
increase its efficiency and quality.

2.2. The IS tasks:

— administration of the educational
process;

— providing conditions for interaction
between participants in the educational

process, incl. synchronous  and/or
asynchronous interaction via the
Internet;

— conducting training sessions and
evaluating learning outcomes;

— recording the results of ongoing, final
discipline  assessment and  final

attestation;

— checking for plagiarism;

— formation and storage of student
portfolios;

— providing access to curricula, syllabi
and electronic educational resources;

— assuring the ELS functioning;

— providing access to Skoltech policies
on educational activities;

— ensuring  monitoring  of  the
educational process quality;
— maintaining  paperless document

flow;



—  MOAJEpKKaA aKaJIEMAYECKO 1
MOOMIBHOCTH 00YYaroNuxcs;

- obecneueHue uHGOPMALMOHHO U
oTKphITOCTH CKOJITEXa B COOTBETCTBUU C
TpeOOBAHUSIMH 3aKOHOJATEIbCTBA
Poccuiickon ®enepanuu;

- olecrieueHue cOOTIOACHU S
TpeboBaHu aKKpEIUTAMOHHOTO
MOHUTOPHHTA.

3. Crpykrypa UOC

3.1. DOHUOC BrIrOUaer
OCHOBHBIE KOMIIOHEHTHI:

CleayIonie

3.1.1. Cucrema ympaBieHus 0O0y4YEeHUEM
(the Learning  Management  System,
LMS).

Hammpumep, B LMS Canvas (mamee —
Canvas) pa3MelarTcs
uHOPMAIMOHHBIE W METOJUYECKUE
pecypcbl 1O  KaXIoOMy  y4eOHOMY
dJeMEHTY, (UKCUPYIOTCS B BEIOMOCTAX
pE3yJIbTaThl TEKYILIEW U MPOMEKYTOUYHOU
aTTecTanui, oOecrneunBaeTcs cpena s

B3aUMOACICTBUS oOyuaromuxcs,
MPENoJaBaTeyien 51 IMIOMOUIHUKOB
ITPEIO1aBaTEIEH.

Canvas HaXOJUTCS o azpecy:

http://skoltech.instructure.com.
Wudopmanuss B cucreme JOCTyNHAa Ha
AHTIMICKOM SI3BIKE.

3.1.2. OBC obecneunBaer IOCTYI K
HAYYHBIM CTaThsiM, y4eOHHMKaM, KHHUraMm,
0a3aM JaHHBIX.

PaGora B JOKanbHOW KOpPIOPATUBHOM
ceTu Ckonrexa MOJpPa3zyMeBacT
npegocTasiienue Tmosb3oBareno MO C
noctyna k OBC 06e3 MOmoTHUTENbHOMU
ayrentudukammu. Jloctyn k ObC uepes
ceTh VIHTEpHET MOXKET mpeaycMaTpUBaTh
3a1poc TPETHUM JIULIOM
JOTIOJIHUTENIBHBIX JAHHBIX IMOJIb30BATENS
SUOC.

— sustaining the academic mobility of
students;

— ensuring the information
transparency of Skoltech under the
Russian Federation legislation;

— ensuring compliance  with  the
requirements of accreditation
monitoring.

3. The IS structure

3.1. The IS includes the following main
components:

3.1.1. The Learning  Management
System (LMS).

For example, the LMS Canvas
(hereinafter — Canvas) contains

informational and methodological
resources for each curriculum element,
records in a grade book the results
ofongoing and final  discipline
assessments, provides an environment
for interaction between students, course
instructors and teaching assistants.
Canvas IS located
at: http://skoltech.instructure.com.
Information in the system is available in
English.

3.1.2. The ELS provides access to
research articles, textbooks, books,
databases.

The usage of Skoltech local corporate
network implies the IS user’s access
to the ELS without additional
authentication. Access to the ELS
via the Internet might presume the third
party’s request for additional IS user’s
data.


http://skoltech.instructure.com/
http://skoltech.instructure.com/
http://skoltech.instructure.com./

CucrteMa  HaxoOWTCA MO  aApecy:
http://skoltech.ru/en/education/library.
[louck B cucreme  JOCTYIIEH Ha
AHTJIIMMCKOM SI3BIKE.

3.1.3. HNudopmanmonnas cucrema mJis
obyuarormuxcs (the Student Information
System, SIS).

Hampumep, B SIS ocymectBusitoTcs
perucTpaiusi 00yJarmuxcsi Ha yacOHbIe
AJEMEHTHI, (UKCUPOBAHUE PE3YJIHTAaTOB
MPOMEKYTOYHOM U UTOTOBOM aTTECTAlMI
00ydJarolmuxcss B 3a4ETHBIX KHUKKAX.
CucreMa No3BOJISIET BECTH YUET HAYUHBIX
PYKOBOJUTEINIEH CTYACHTOB.
Nudopmarmuss B cucreme JOCTyNMHa Ha
AHIVIMMCKOM SI3BIKE.

3.1.4. HNudopmarmionnas cucTema
IPOKTOPUHTA.

Hcronp3yercss i WACHTH(PUKAIIAM
JUYHOCTH ¥ KOHTPOJS  OOyYaromIuxcs
Opyu  TPOBEACHHH  IPOMEKYTOTHOM
aTTecTaluu C WCIIOJIb30BaHUEM
JUCTAHIIMOHHBIX 00pa3oBaTeIbHbBIX
TEXHOJIOTHIA.

3.1.5. Hudopmarnmonusie CHUCTEMbI
00Hapy>KEeHUS TEKCTOBBIX

3aMMCTBOBAaHUN M aHalM3a JOKYMEHTOB
(manmpumep, Turnitin, AHTUIIIATHUAT).
Cucrema Turnitin nocrynna B Canvas, a
TaK¥kKe

o agpecy https://www.turnitin.com/.
Nudopmarmuss B cucreme JOCTyNMHa Ha
AHTJIMICKOM SI3bIKE.

CucrtemMa AHTHIUIarMaT JOCTYyIHA IO
anpecy https://www.antiplagiat.ru/.

The system IS located
at: http://skoltech.ru/en/education/librar
y.

The system search is available in
English.

3.1.3. The Information system for
students  (the Student  Information
System, SIS).

For example, the SIS implements the
students' registration for curriculum
elements, the recording results of the
students’ final discipline assessment and
final attestation in academic
records. The system allows keeping
records of the students' research
advisors.

Information in the system is available in
English.

3.1.4. A proctoring information system.
It is used to identify the person and
control  of students during final
discipline assessment using distance
learning technologies.

3.1.5. The information systems for
detecting plagiarism and document
analysis  (for example, Turnitin,
Antiplagiat).

Turnitin is available on Canvas and also
at https://www.turnitin.com/.

Information
in the system is available in English.
Antiplagiat is available

at https://www.antiplagiat.ru/.
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Nadopmanmss B cucTteMe OOCTylHA Ha
PYCCKOM SI3BIKE.

3.1.6. OdummaneHeiii  caiitr  Ckonrexa,
r7ie pa3MEeIalTCcs  KaTallol  KypCOB,

pacnucaHue y4eOHBIX 3aHATHH,
KaJICHIAPHBIA y4eOHBI rpaduxk,
ydeOHbIe TUTAHBI, JOKaJIbHBIE
HOpPMATHBHBIC aKTHl, a TaKKe
uHbopmalusi, pa3MelleHue KOTOpOH

IIPEAYCMOTPEHO POCCHUKUCKAM
3aKOHOJIaTEJILCTBOM.

OdurmanpHplii  calT  JOCTyNEeH 1O
aapecy: Www.skoltech.ru.

Caifr umeer Bepcuro uHTepdeiica s
II0JIb30BaTEIIEN c OIpaHUYECHHBIM U
BO3MOKHOCTSIMU 310POBbSI
(cMaboBUAAIINX).

Nudpopmanmst Ha caiiTe O0CTynmHa Ha
PYCCKOM M aHTJIMHACKOM $I3bIKAX.
[IpenocraBnsieTcsi OTKPBITHINA JOCTYI JJIsI
BCEX 3aMHTEPECOBAHHBIX JIMII.

3.1.7. Cucrema 00pabOTKH 3aiABOK
(marmpumep, Jira, Skoltech Ticketing
System).

[IpenocraBnsier oOyyaronumcs
BO3MOXHOCTh ~ IOJIaTh ~ 3asBKy  Ha
IO IJICPIKKY B o0Opa3oBaTeIbHOM
nporecce u aIMHHUCTPATUBHOM
COIIPOBOKCHUHU.

Cucrema  HaxXOJUTCS o ajapecy:
https://helpdesk.skoltech.ru/.
Wudopmarnuss B cucreme JOCTyNHA Ha
AHTJIUMCKOM SI3BIKE.

3.1.8. Cucrema 3IEKTPOHHOTO
nokyMeHToobopoTa Directum.
Hcrnonb3yercs IS corjacoBaHHs
OpPraHU3alUOHHO-PACIIOPSIUTEIBHOM
JOKYMEHTAIMH, JOTOBOPOB, JOKYMCHTOB
110 aKaJeMHYECKOM MOOMILHOCTH,
WHJIUBUyaJbHBIX ILJIAHOB.

Information
in the system is available in Russian.

3.1.6. The official Skoltech website
contains the course catalogue,
schedules, academic calendar, curricula,
Skoltech policies, as well as information
provided for by the Russian legislation.

The official website is available
at: www.skoltech.ru.

The site has a version of the interface for
users with disabilities (visually
impaired).

Information on the site is available in
Russian and English.

Open access is provided for all visitors.

3.1.7. The  Application  processing
system (for example, Jira, Skoltech
Ticketing System).

It provides students with an opportunity
to apply for support in educational

process and administrative
maintenance.
The system is located

at: https://helpdesk.skoltech.ru/.
Information in the system is available in
English.

3.1.8. The Directum electronic
document management system.

It is used to coordinate organizational
and administrative documentation,
contracts, documents on academic
mobility, and individual plans.
Information in the system is available in
Russian and English.
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Nadopmanmss B cucTteMe OOCTylHA Ha
PYCCKOM U aHIJIMMCKOM SI3bIKAaX.

3.1.9. OGnaunoe ¢aiIoBoe XpaHWIUIIE.
[IpenocraBisieT BO3MOHOCTh XPaHUTh
(b aibI IJIs AAMUHUCTPATUBHOTO
COTNIPOBOXKJICHUS, B TOM 4YHCJIC JINYHBIC
nena 00yJaronuxcs.

@aiioBOE  XpAaHWIMINE JOCTYIHO IO
aapecy: https://box.skoltech.ru/.
Nudopmaruss B cucreme JOCTyNmHa Ha
AHTJIMMCKOM SI3BIKE.

3.1.10.
oyTa.
[IpenocraBisier  BO3MOXHOCTH IS
KOPIOPATUBHBIX KOMMYHHUKAIIWA, B TOM
qucie MEXY 00yYarOIIMMHUCS
U MPENoIaBaTeIsIMU, a TaKXKe XpaHEHUs
apXWBOB COOOIIICHUH.

KoprnopatuBHas »ieKTpOHHAs

3.1.11. MadopmanroHHBIC CHCTEMBI
U TEJIEKOMMYHUKAIIMOHHBIE TEXHOJIOTUH,
TaKhe Kak JIOKaJbHAasE KOPIOpaTUBHAS
cerb, cucrema KoprnoparuBHou IP-
teneonun, mathopma BUPTyalu3alluu,
UHPPACTPYKTypa BUPTYAIBHBIX pPabOUMX

CTOJIOB, KOpIOpaTUBHas cucTeMa
OpraHu3allid ¥ TIPOBEICHUS BEOWMHAPOB
Y KOPIIOPATUBHBIN KaTajor
rmoan3oBareniet CKkoJTexa, a Takke
JIpyTrie UHCTPYMEHTBHI.

3.2.  Crpykrypa OHOC  Bxmoyaet
HEOOXOUMbIE U JIOCTATOYHBIC DJICMEHTBI
Il opraHu3anuu  00pa3oBaTEILHOTO
npoiiecca.

Ckontex BIpaBe U3MEHITh CTPYKTYPY
ONOC, B TOM 4Hcie NMYyTEM BHEAPEHUSA
HOBBIX KOMIIOHEHTOB:
- Qs TIOBBIIIECHUS
pabotsl DHMOC;

- IPU OTKa3e padOThl KOMIIOHEHTA;

-TpU  BBEJCHUU TPETBUMU  JIMIIAMH
3aIpeToB, OTPaHUYCHUN Ha
UCTOJIb30BaHUE KOMIIOHEHTa (BKIIFOUast

s pekTuBHOCTH

3.1.9. Cloud files storage.

It provides the ability to store files
for administrative maintenance,
including personal files of students.
Files storage IS available
at: https://box.skoltech.ru/.

Information in the system is available in
English.

3.1.10. Corporate email.
It provides an opportunity for corporate

communications, including
communications  between  students
and faculty, as well as storage of

message archives.

3.1.11. Information

and telecommunication
such as local corporate network,
corporate IP  telephony  system,
virtualization platform, virtual desktop
infrastructure, a corporate system for
organizing and conducting webinars and

systems
technologies

corporate directory of Skoltech
users, etc.
3.2. The IS structure includes the

necessary and sufficient elements for
organizing the educational process.
Skoltech is entitled to change the IS
structure, including introduction of new
components:

- to improve the IS efficiency;

- if the component failure occurs;

- in case the third parties impose
restrictions, limitations  on  the
component use (including a prohibition
on the component use imposed
by the public authorities, the export
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BBCJICHUE 3alpeTa Ha WCIOJB30BAHUE
KOMIIOHEHTa OpraHaMM rocyapCTBEHHO U
BJIACTH, NPUMEHEHUE MEpP SKCIIOPTHOIO
KOHTPOJI, JIEVCTBHE CaHKI U1
B OTHOIIECHHHM TOCTaBIIMKAa KOMIIOHEHTA

U 1p.).

3.3. Cronrex Mmenser cTtpykrypy DMOC
Ha OCHOBaHUU OTAEJIbHBIX
pacnopsikenur pykosoautens JUT 1o
WHUIIMATUBE TMPOPEKTOpa Mo Yy4eOHOU
paboTte ¥ (MIM) MO COMIACOBAHUIO C
IPOPEKTOPOM o yueOHOo# pabdore.

4. Texnnueckue TpedoBanusa k JUOC

4.1. TexHuueckne  XapaKTEPUCTUKH
cepBepHOr0  OOOpyHOBaHUS  JTOJHKHBI
obecrieynuBaTh OJIHOBPEMEHHYIO padoTy
100% ot oOmiero 4mciaa MOJab30BaTEIEH
OHOC.

4.2. Bce cepBepHoe 00o0pymgoBaHUE
JTOJKHO UMETh cpelcTBa
OTKa30yCTOWYUBOIO XpaHeHus 51

BOCCTAaHOBJICHUA AdaHHBIX.

4.3. Jlna Bcex moms3oBareneii DUOC
JOJDKHBI OBITH 00ECIICUeHBI:

4.3.1. MOCTOSAHHBIA BBICOKOCKOPOCTHOM
IOCTYIl B CeTh MHTEpPHET W3 JOKAIBHOM
KOPIIOPATUBHOM CETH;

4.3.2. BO3MOXKHOCThb JOcCTyna K pabote
B ODMOC Ckonarexa w3 a000M TOYKH,

UMEIOIIe  MOAKIIOUEHHWE K  CEeTH
Wurepner;

4.3.3. BO3MO>KHOCTD paboTel U
ayTeHTU(UKAIIMK B COOTBETCTBUH  C
JOKaTbHBIMH HOPMATHUBHBIMH  aKTaMH,
PEeryIupyIONUMHU BOTIPOCHI
UHPOPMALMOHHOK 0€30MacHOCTH
Ckourrexa.

control measures, the sanctions against
component’s supplier, etc.).

3.3. Skoltech changes the IS structure
based on the separate assignments of the
Head of ITD at the initiative of the
Associate Provost, Dean of Education
and (or) in agreement with the
Associate Provost, Dean of Education.

4. Technical requirements for the IS

4.1. The technical characteristics of the
server equipment must ensure the
simultaneous operation of 100% of the
total number of the IS users.

4.2. All server equipment must have
instruments of fault-tolerant storage and
data recovery.

4.3. All the IS users shall be provided
with:

4.3.1. a permanent high-speed Internet
access from the local corporate network;

4.3.2. an ability to access work in the IS
of Skoltech from any point with an
Internet connection;

4.3.3. a possibility to work and
authenticate under local policies on
information security issues of Skoltech.
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4.4. TexHOJIOTMYECKHE W NPOTpaMMHBIE
CpEICTBa, KOTOPBIC HCIOJB3YIOTCS IS
(GyHKIIMOHUPOBAHUS opUIUAIEHOTO
caiita CkoaTexa, JOKHBI 00€CIIeYnBaTh:
- goctym K  wuHQOpMamuM ~ Ha
o(UIMATLHOM caiiTe 0e3 MCMOJb30BaAHUS
CHEIHAIIBHOTO IPOTrPaMMHOTO
oOecrnicueHus;

- 3aIIUTY UHPOpPMAIMK OT YHUUTOKEHUS,
MoaupuKau U OJOKUPOBAHUS JOCTYIa
K HEH, a TaKkKe HWHBIX HEMPaBOMEPHBIX
JICUCTBUM B OTHOIIIEHUHU HEE;

- BO3MOYHOCTb KOIUPOBAHUS
uHbOpMallMU Ha PE3EPBHBI HOCHUTEIb,
o0ecreunBarONINi ¢ BOCCTaHOBJICHHUE.

5. Joctyn k IUOC

5.1.  OOyuwaromwuiics JOMycKaeTcs K
OMOC nHa ocHoBanuM npukasza Ckonrexa
0 3QUMCIICHUHM TAKOTO OOydJaromierocs Ha
o0yueHue 0o mpuKasa
0 COTIPOBOXICHUH TAKOTO BBIMTYCKHHUKA.

5.2. PabGotnuk pomyckaercs k OUOC
HA OCHOBaHUU  TPYAOBOTO  JIOTOBOPA,
3aKJIFOYEHHOTO UM co CKoJITeXoM.

Jluo, He 3aKIOYMBIIEE  TPYAOBOM
JIOTOBOP co Ckoarexom, HO
y4acTByIolllee B €ro oOpa3oBaTENbHOMN
nestenbHocTd, gomyckaercs Kk QUOC nHa

OCHOBAHMHU  JIOTOBOpAa  TPaXJAaHCKO-
npaBoBoro xapakrtepa (manee — ['TIX),
npeyCcMaTpPUBAIOLIETO BO3MOHOCTb

TaKoOTO JIOCTYIIA.

5.3. Tpersu nuua gomyckatotrcs k QMOC

Ha OCHOBAaHUU peayCMaTPUBAIOLIUX
HEOOXOTUMOCTh TaKoro J0CTymna
COTJIAILICHUS 0 KOH(PUICHIIUATIBHOCTH

(mamee — NDA), wuHBIX JOTOBOPHBIX
00s13aTeNIbCTB  ¢cO CKOJTEXOM, a TaKkKe
TpeOoBaHUH KOHTPOJIbHO-HA/I30P HBIX
OpPTaHOB W HMX JIOJDKHOCTHBIX  JIMII K

4.4. Technological and software tools
for the official website of Skoltech
should provide:

- access to information on the official
website without the use of special
software;

- protection of information from
destruction, modification and blocking
of access to it, as well as other illegal
actions in relation to it;

- the ability to backup information,
ensuring its recovery.

5. Access to the IS

5.1. A student receives access to the IS
under the Skoltech order on enrollment
of the student or order on support of the
graduate.

5.2. An employee receives access to the
IS under the labor agreement concluded
between the employee and Skoltech.

A person which has not concluded a
labor agreement with Skoltech but
participates in its educational activities
receives access to the IS under a paid

service agreement (contract)
(hereinafter — PSA) setting access
necessity.

5.3. The third parties receive access to
the IS under a non-disclosure agreement
(hereinafter — NDA), other contractual
obligations with Skoltech
and the demands of controlling and
supervising bodies and their officials
towards Skoltech in the frame of such
bodies and officials’ competence,
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CKOHTCXY B paMKax MOJJTHOMOYMM TaKHX
OpraHoOB U UX JOJDKHOCTHBIX JIUII.

5.4. Jloctyn k xommnoHeHtam OJOHNOC
NPENIOCTaBIISICTCI B COOTBETCTBUHM  C
Pernamentom (Ilpunoxkenue 2).

5.5. Jlna oOygaromerocs OCHOBaHUSMH
s ipekpamtenuss  gocryna kK OUOC
saBisitorcss  mpukaszel  Ckonrexa 00
OTYHUCJICHMH O3TOTO0 OOy4Yaromerocs, o
TPHUCYKICHAN emMy CTETNICHH
PhD Ckonrexa, WIM OKOHYaHHE CpOKa
COTIPOBOXICHUS BhITycKHUKA CKoNTexa.

5.6. Jlma paboTHMKa OCHOBaHUEM
TS TIpEKpaIlieHUs JOoCTyma K
ucnosb3zoBanuio DMOC sBigeTcs npukas
Ckounrexa 00 yBOJIbHEHHH 3TOTO JIUIIA.
Jlns nuia, HE 3aKJIIOYMBIIETO TPYAOBOM
JIOTOBOP co CkoJyrexom, HO
Y4YacTBYIOILIETO B €ro oOpa3oBaTebHOM
NesTeTbHOCTH, OCHOBaHUEM
JUTSL IPEeKpalleHHs JOCTyTIa K
VICIIOJIb30BAHUIO £)50]6 ABIAETCS
IIPEKpAIECHUE ZII0r0BOpa I'TIX,
3aKJIIOUEHHOTO MEXAYy TaKuM JHMIOM U
Cxonrexowm.

S5.7. Jna TpeTpux Il OCHOBAHUSIMHU

JUTSL TIPEKPaIICHHS J0CTyTIa K
HUCITIOJIb30BAHHIO 210C SIBJISTFOTCS
peKpaIicHue IPaKIaHCKO-TTPABOBBIX

o0s3arenbeTB 00 NDA co Ckonrexom

I KOHTPOJIBHO-HAJI30PHBIX
MEpONPUATUH, TMPOBOJMBIIUXCA HUMU
B CkoJrexe.

6. O0513aHHOCTH M OTBETCTBEHHOCTDH
noJib3oBarteas JUOC

6.1. [Tons3oBarens DMOC 00s3aH:

if the mentioned obligations
or demands set the access necessity.

5.4. Access to the IS components is
provided inaccordance with the
Procedure (Appendix 2).

5.5. The student’s access to IS shall be
terminated based on Skoltech orders on
expulsion of this student, onawarding of
the Skoltech PhD degree to this student,
or given this graduate support term
expiration.

5.6. The employee’s access to IS shall
be terminated based on Skoltech an
order on this employee dismissal.

For a person which has not concluded a
labor agreement with Skoltech but
participates in its educational activities,
access to IS shall be terminated upon
termination of a PSA between this
person and Skoltech.

5.7. The third parties’ access to IS shall
be terminated upon termination of their
civil obligations or NDA with Skoltech,
or of the controlling and supervising
activities over Skoltech they conducted.

6. Obligations and responsibility of
the IS user

6.1. The IS user is obliged to:
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- coomonars Ilonoxenue 06 oOpaboTke

NEPCOHANBHBIX  JIaHHBIX, [lonoxxeHue
00 aKaJgeMHUIEeCKOM YECTHOCTH
CTYJEHTOB, a  TaKke  JIOKAJIbHBIC
HOPMAaTUBHBIC  aKThl, PETYIUPYIOIIHE
BOTIPOCHI nH(OOPMAITMOHHO I
O0e3onacHocTH CKOJITEXA;

- 03HAKOMUTHCS c paBUIaM U

Hcroib3oBanusl koMnoHeHToB DHMOC 1o
Havaja KX MCIOJB30BaHUs, COOII0IATh
YKa3aHHbIE TPaBUJIA;

- He mepeAaBaTh MHPOPMAIUIO O CBOUX
YUETHBIX JaHHBIX JPYrUM JHUIAM U HE
JOTyCKaTh BO3MOYHOCTb
HEKOHTPOJIMPYEMOTO  PaCIPOCTPaHEHUS
YUETHBIX JIaHHBIX;

- cOo0M0JIaTh MHTEJUIEKTYyalIbHbIE IIpaBa
CkoJiTexa U TPEThUX JIMI[ Ha PE3YJbTAThI

UHTEIJUICKTYaIBHO I NesSTeTbHOCTH,
npuHagnexamue Ckonrexy U (WIN)
TPETBUM  JIMI[AM, U  HCIOJb3yeMbIe
Cxonrexom B OHOC.

6.2. 3a  Hapymenue  [lonoxxeHus
nons3oBatenu  OMOC  npuBiekaroTcs
K TUCUUIUIMHAPHOU U TPaXIAHCKO-

ImpaB OBOM OTBETCTBEHHOCTH B MOPAIKE,
npeayCMOTpCHHOM IICﬁCTBYIOH.IHM
3aKOHOJaTCJIIbCTBOM n JJOKAJIBHBIM U
HOPMATUBHBIMU AKTaMHU Ckonrexa.

6.3. B ciiyuae HapymieHuss oOyqaroniumcs

npaBun  [lonoxxenus WIM  HHBIX
JOKAJTbHBIX HOPMATHBHBIX aKTOB
Ckonrexa, B pe3yibTaTe KOTOPOTO

BO3HUKAIOT YIPO3bl WM IPOUCXOJST
yTpata JM00 MoAU(UKAIMSI JaHHBIX
2OUOC, HapylICHHE paboThI
komnoHeHToB DMOC, HapyllieHue Mnpas
uHbIX noJibzoBarenern INOC:

- to comply with the Regulations on
processing of Personal data, the Student
Academic Integrity Regulations as well
as the policies on information security
issues of Skoltech;

- to familiarize with the rules for using
the components of the IS before using
them, follow the specified rules;

- to avoid transferring information about
personal credentials to others and
prevent the possibility of uncontrolled
distribution of credentials;

- to guarantee the protection of the
intellectual property rights of Skoltech
and third parties in regards to the results
of intellectual activities which belong to
Skoltech and (or) third parties and used
by Skoltech in the IS.

6.2. For violation of these Regulations,
the IS users are brought to disciplinary
and civil liability within the framework
provided for by the current legislation
and Skoltech policies.

6.3. In the case of violation by a student
of the rules of these Regulations or other
Skoltech policies, resulting in threats or
the loss or modification of the IS data,
disruption of the IS components’
operation, violation of other IS users’
rights:
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6.3.1. IUT GnokupyeT y4eTHyIO 3amuch
oOyyaromerocs B COOTBETCTBUU  C
Pernamentom  (Ilpunoxxkenne 2) 1o
npuHATH pewenus IIpopexkropoMm mo
yueOHol pabote. [IUT HezameanuTenbHO
uHpopmupyer IlpopekTopa no yueOHOMU
paboTe O BBINOJHEHHOW OJOKHUPOBKE
YUETHOM 3amucu 00yJaromerocs.

6.3.2. Ilpopektop mo yuyeOHOU paboTe
3aTpe0yeT NHChbMEHHBIE TMOSICHEHUSI OT
oOyyarolerocs 0 IPUYMHAX u
00CcTOsTENbCTBAX HapyIIeHU I
oOyuaromierocsi, a ot JUT — o cyru
HApYIICHUH W WX BIMSHUU Ha padboTy
OUOC, noareepxkaaer pemenue JUT o
OJIOKHPOBKE YUYETHOU 3aMKuCcH
WM TIPUHAMAET pelnienre 0
Pa30JIOKUPOBKE YUETHOM 3aIUCH;

6.3.3. Eciu Ilpopektop mno ydeOHOM
pabote moaTBepawn pemenue JUT, To k
oOyyaromeMycsi IPUMEHSIOTCS  MephI
OTBETCTBEHHOCTH B COOTBETCTBUU  C
JOKAJIbHBIMM ~ HOPMATUBHBIMU  aKTaMU
Cxonrexa.

7. Illogaep:kka nosab3osatesieis JUOC

7.1. Kaxnemi mnoab3oBarens OHUOC
UMEET TIpaBO  TOJy4YeHHUS  y4eOHO-
METOJUUYECKON u TEXHUUYECKO U

noaaepxkku npu padore ¢ SUOC.

7.2. JlenapTaMeHT oOpazoBaHus
OKa3bIBaeT y4€0HO-METOIUYECKY IO
MOJJICPXKKY, TPOBOJWT TPEHUHTH W

KOHCYJbTAllMM JUIsl TIperojaBarenet u
MOMOIIHUKOB ~ TIperojaBaTemnei o
Bomnpocam ucnosibzoBanust SIS u Canvas..

7.3. JWUT oka3piBa€T TEXHUYECKYIO
MOJIIEPIKKY TIO BOTIPOCAM UCIIOJIb30BaAHUS
ydeTHOM 3ammcu nonb3oBarenss DMOC,
uHGOPMAITMOHHO-KOMMYHUKAITMOHHBIX

6.3.1. The ITD blocks the student’s
account in accordance  with the
Procedure (Appendix 2) pending

a decision by the Associate Provost,

Dean of Education. The ITD
immediately  informs  the Associate
Provost, Dean of Education about

the blocking of the student's account.

6.3.2. The Associate Provost, Dean of
Education  requests the  written
explanations of a student regarding the
grounds and circumstances of his/her
violations, and of the ITD —re violations
matter and their impact on the IS work,
confirms the decision of the ITD to
block the account or decides to unblock
the account.

6.3.3. In case the Associate Provost,
Dean of Education confirms the ITD
decision, the student will be held liable
under the Skoltech policies.

7. Support for the IS users

7.1. Each IS user has the right to receive
educational, = methodological, and
technical support for his work with the
IS.

7.2. The Education Department
provides educational and
methodological  support, provides

trainings and consultations to course
instructors and teaching assistants on
the use of SIS and Canvas.

7.3. The ITD provides technical support
on the use
of the IS user account, of information
and communication technologies, as
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TEXHOJIOTUH, a TaKkXe YCTaHOBKH,
HACTPOMKHU CTAllMOHAPHBIX U MOOUIIBHBIX
YCTPOMCTB,  NPOrpaMMHBIX  CPEICTB,
obecrneunBaromux 3GHEKTUBHYIO padoTy
c DUOC.

7.4. KOHCYIbTAallMOHHYIO M CIPABOYHYIO
MOJIIEP>KKY BO3MOKHO TMOJIYyUYHUTh Ha 0aze
ceppuca http://helpdesk.skoltech.ru u mno
BHyTpeHHeMY TenepoHy UT-noanepxku.

18

well as
on the installation, configuration of
desktop and mobile devices, software to
ensure effective work with the IS.

7.4. Consulting and  informational
support  are available  with  the
service http://helpdesk.skoltech.ru and
by calling the internal phone number of
IT support.


http://helpdesk.skoltech.ru/
http://helpdesk.skoltech.ru/

[Mpunoxenune 1 k [onoxeHnto 06 371eKTPOHHON HH(POPMALIMOHHO-00pa3oBaTenbHON cpene /
Appendix 1 to the Regulations on Information System and Learning Environment

®opmblI YIeKTPOHHBIX HoKymeHToB / Templates of electronic documents

3ayerHas kHmkKa / Academic records

B Skoitech - Sonis 515 Bio - Google Chrome.

# sonisskoltech.ru/studopts.cim

BIO  SCHEDULE  EMER CONTACTS  UPDATEBID  SEARCH

—
® | student
M rullname ¢ (D)
) CONTACT INFORMATION ENROLLMENT INFORMATION
¥ Email Address : Campus: Skoltech
’ Waork Phone Division
Street Address. Level
City : Mascow Prog
ﬁ Suate: 77 Majer
Zipcode ]
Country : RUS Advisor
TRANSFER COURSES ACCEPTED FOR CREDIT
Course Institution Replaces Replacement Cred. Grade
COMPLETED COURSES
Year/Sem. Course Description Session Section Mid-Term Grade Cred. Grade Cert
WITHDRAWN COURSES
Year/Sem. Course Description Session Section Mid-Term Grade Cred. Grade
* Not included in GPA
IN PROGRESS COURSES
Year/Sem. Course Description Session Section Mid-Term Grade Cred. Grade

COMPETENCY COURSES

* CMC from an assigned competency group

Benomocts / Grade book

Skoltech — Course Title > Grades

Gradebook « View « Actions =

Student Names

Q

Submit file by :00... .
Student name Outofl Assignments Total

Courses
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[Tpunoxxenwne 2 k [TooxkeHUIO 00 AIEKTPOHHON HH(DOPMAITMOHHO-00pa30BaTeILHOM cpejie /
Appendix 2 to the Regulations on Information System and Learning Environment

PETI'JIAMEHT
MPeA0CTABJICHHA YYETHBIX 32l CeH 10JIb30BaTe M

nast gocryna k JUOC /
PROCEDURE
on providing user accounts for access to the IS

20



Tepmunbl u onpeaeaeHus
(6 angpasummuom nopsoxe)

BepudunupoBaHublii ajapec
JIEKTPOHHOM MOYTHI — anpec
3JIEKTPOHHOU MOYTHI, YKa3aHHBbII
oOyyaromuMcs B TMOJIMUCAHHOM UM
3asiBJICHMM O MpuemMe Ha oOydeHue,
coAep KalleM CBEICHHUS O JOKYMEHTE,
YAOCTOBEPSIOLIEM JUYHOCTD
o0yuJaronierocs.

3asaBka — oOpamieHue m0JIb30BaTes

2O1OC B JIUT, TI0TAaHHOE v
ucnoap3oBanneM kKomrioHenta ODUOC
JIRA.

CpeacrBa BbIYMCIHUTEIbHON TEXHHUKH
(CBT) — nepcoHanbHbIE KOMIIBIOTEPHI,
MOOWJIbHBIE KOMIIBIOTEPHI, CEPBEPHOE
obopynoBaHue, MPUHTEPHI, CKAHEPHI, a
TaKKe Ipyroe 00opy0BaHUE
JUISL XpaHEHUs,  TOJTOTOBKH,  BBOJA,
00pa0OoTKH, KOMMPOBAaHUS, OTOOPAKEHHUS,
npueMa U nepeaadyu HHPOopMaIum.

YdyeTHas 3amMchb — HAO0Op CBEIEHUUN O
rosie3oBareiie i CBT, co3maBaeMblii B
agMunuctpupyemsii JIT.

YdeTHble [JaHHbIe — COBOKYITHOCTH
JaHHbIX 00 uaeHTudukarope (JIOTMHE) U

naposie  mosb3oBarenss  wm  CBT,
HEOOXO0IUMBIX TUISL UAeHTUDUKATTT
[10JI630BaTEIISA Y TIPEI0CTaBICHUS

A0CTyIIa K €ro AaHHbIM N H&CTpOﬁKaM.

B mHacrosimem Periiamente TepMHHBI
U ONPENICJICHUS] TIPUMEHSIIOTCS B TOM
3HAYEHUH, B KAKOM OHU HCIOJIB3YIOTCS B
[onmoxenuun 00 AJICKTPOHHO U
uH(OPMAITMOHHO-00pa30BaTEIbHOM

cpene.

Terms and Definitions
(sorted alphabetically)

An account — information about a user or
CF created and administered by the ITD.

Application — an appeal by the IS user to
the ITD via the IS JIRA component.

Computer facilities (CF)— personal
computers, mobile computers, server
equipment, printers, scanners, as well as
other equipment for storing, preparing,

uploading, processing, copying,
displaying, receiving and transmitting
information.

Credentials — data about the identifier
(login) and password of a user or CF,
necessary for a user’s authentication and
providing access to his data and settings.

Verified email address — the e-mail
address specified by the student in the
application for admission signed by him,
containing identification document data
of the student.

In this Procedure, the terms and
definitions are used in the meaning in
which they are used in the Regulations on
Information System and Learning
Environment.
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1. O0ume moJoKeHus

1.1. PernmameHT omnpenenser Ha3HaYCHUE
npaB jgoctyna K kommnoHeHTam OMOC,
HOPSII0K yIIpaBJICHUS YYETHBIMHU
sanucsaMu u poctyn k UOC.

1.2. OCHOBHBIMHU LIEJIIMHU UCIIOJIH30BAHUS
YYETHBIX 3alUCed SIBJISIOTCS:

1.2.1. dopmMupoBaHue €IUHOTO
MH(GOPMALIMOHHOTO MPOCTPAHCTBA.

1.2.2. ObecnieyeHre KOHTPOJIUPYEMOTO
JOCTyIIa k CBT JlokanbHO M
KOPIIOPaTUBHOU CEeTH, a TaKxKe
Kk komnoHeHtam DMOC.

1.2.3.  DddexTuBHOE HCMNOIB30BaAHUE
COBPEMEHHBIX UH(OPMAITMOHHBIX
TEXHOJOTHUH B nesitenbHocTH Croarexa.

1.3. TIlpemocrtaBnenne JIWUT yueTHBIX
3aImmcen noJApa3yMeBaeT
npenocrapiieHde mnojs3oBaremo ONOC
BO3MO>KHOCTH IKCIUTyaTaluu
KOMIIOHECHTOB OHNOC, a TaKXKe
METOIUYECKON 1 TEXHUYECKOU

MOJIJIEP>KKU TI0 BOTIPOCAM JKCIUTyaTaluu
SHOC.

2. IIpaBuia npexocTaBjIeHUs Y4€THBIX

3anmcei
2.1. Hoctyn k xommnoHeHtam OHNOC
MPEIOCTABISIETCS  MOJIB30BATEIsIM €

1enbplo  obecrnedueHus 00pa3oBaTEIHLHOTO

mpoiiecca u HUCIIOJIHEHUS AMU
JTOJKHOCTHBIX (byHKIMOHATILHBIX )
00s13aHHOCTEN.

2.2. YdyerHas 3amuMch CO3JaeTCsA Ha

OCHOBaHMM TIPWKA30B O 3a4UCIICHUH
oOydJaronuxcs, TPYAOBBIX JIOTOBOPOB,
JIOTOBOPOB Ha OKa3aHWE YCIYT U HHBIX
00513aTEILCTB Ckounrexa,

1. General provisions

1.1. The  Procedure  defines  the
assignment of access to the IS
components, the procedure for managing
accounts and access to the IS.

1.2. The main purposes of using accounts
are:

1.2.1. Formation of a

information space.

common

1.2.2. Providing controlled access to the
CF of the local corporate network, as well
as to the IS components.

1.2.3. Effective use of modern
information technologies in the activities
of Skoltech.

1.3. The provision of accounts by the ITD
implies that the IS user receives an
opportunity to operate
the IS components, as well as
methodological and technical support for
the IS operation.

2. The rules for providing accounts

2.1. Access to the IS components is
provided to wusers to ensure the
educational process and the performance
of their official (functional) duties.

2.2. The account is created based on the
orders for enrollment, labor contracts,
paid services agreements, and other
obligations of Skoltech, setting necessity
of access to the IS components.
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MPEeIyCMaTPUBAIOIINX ~ HEOOXOAUMOCTD
nomycka k komnonentam SUOC.

JList CO3IaHus YYETHOU 3aIicu
3aMHTEPECOBAHHOE JIMIIO  HAIPaBJISET
3asBKy B JJUT.

B 3asBKe Ha co3/aHME YYETHOW 3aIvcu
oOyyJaromerocss ykas3blBalOTCs (haMuius,
uMs, OT4ecTBO  (IIpW HAIMYMHM) U
BepUDUIIUPOBAHHBIN apec JIEKTPOHHO U
MOYTHl 0OYYArOIIETOCH.

2.2.1. Mcnosb30BaHUE YYETHBIX 3alKCEN
Apyrux cucteM (Hampumep, eduroam)
BO3MOXHO MpPU HAIMYUM COTJIAILICHUS
Mexay CkoaTexoM U OpraHH3alUen,
YAOCTOBEPSIOIIEH  YYETHYIO  3alHUCh
nosb3oBarens. llpm  sTtom, yderHas
3aMUCh APYIMX CHUCTEM IO YMOJYaHUIO
UMEET JIOCTYIl TOJIBKO K KOMIIOHEHTY
SUOC "becipoBoHas ceTh".
Jlng nonmyyeHuss  gocTyna K IpyTUM
komnoHeHtaM OHWOC 1npu Hanuuuu
YY4ETHOM  3allMCHM  JPyTUX  CHCTEM
HEOOX0IUMO HanpaBUTh 3as1BKY
B COOTBETCTBHUM C MOJINYHKTOM 2.4.2
Pernmamenra.

2.3. 3agBKy Ha CO3JaHUE YYETHOU
3alyiCH, W3MEHEHHWe TMpaB  JOCTyma
MOJIb30BaTEIIS OHOC HE00X0IUMO
HanpaBiasith B JAIUT He mo3mHee

4yeM 3a 5 pabouux JHEH J10 TIaHupyeMon
JaThl Hayajga MPENOCTaBICHUS  WIH
OTPaHUYCHUS npas JocTyna K
kommoHeHTam DMOC.

2.4. 3agBKM Ha CO3JaHUE YYETHBIX
3amucen, MPEI0CTABIIEHUE WA
OTpaHMYCHHE TIpaB JOCTyIa CO3/AIOTCS
MOCPECTBOM:

2.4.1.  3anoJyHeHHs
dbopMBI, pa3MelIeHHOM
http://helpdesk.skoltech.ru
Cucrema 06pabOTKH 3aBOK).

VHTEPAKTUBHO U
o agpecy
(manee —

To create an account, the person
concerned sends an application to the
ITD.

An application for creating a student’s
account specifies the last name, first
name, patronymic (if any) and verified
email address of the student.

2.2.1. The accounts of other systems (for
example, eduroam) are allowed to use
under an agreement between Skoltech and
the organization that certifies the user
account. At the same time, the account
of other systems, by default, has access
only

to the IS component “Wireless Network”.
To gain access to other IS components for
an account of other systems, one shall
send an application in accordance with
paragraph 2.4.2 of this Procedure.

2.3. An application for creating an
account, changing the access rights of an
IS user must be sent to the ITD no later
than 5 working days before the planned
start date for granting or restricting access
rights to the IS components.

2.4. Applications for creating accounts,
granting or restricting access rights are
created by:

2.4.1. Completing an interactive form
posted at http://helpdesk.skoltech.ru
(hereinafter — the Application Processing
System).
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2.4.2. HampaBneHus C DJIEKTPOHHOU
noutsl nons3oBarenst DMOC coobienHus
Ha anpec JJIEKTPOHHOU MIOYTHI

helpdesk @skoltech.ru.

2.5. JIUT mnepenaer ydeTHbIE [1aHHbBIE
none3oBarest  OUOC, s KoTOporo
cO3[jaHa yYeTHasl 3aIluCh, CJIEIYIOUUMU
crioco0amu:

2.5.1. IluceMoM Ha agpec BIEKTPOHHO M
MOYTHI, PAaHEE YKAa3aHHbIA B 3asBKE B

JAUT, B ciydasx, eciau IMporpaMMHOE
obecrieueHue MOYTOBOM CITyKOBI
MO AEPKUBAET byHKIIH CMEHBI
MIEPBUYHOTO napoJis 1700
CaMOCTOSATEIBHOIO CO3JIaHUS

MOJIb30BATENIEM TApoJisi TIPU  TIEPBOM
3aIyCcKe MPOTPAMMHOTO 00ECIICUCHHUS.

2.5.2. Ha OyMaxHOM HOCHUTENE TMpHU
JIMIHOM sBKe monar3oBarens DMOC wmnm
OTBETCTBEHHOI'O paboTHHKA,
HarnpaBuBIero 3asBky B JIUT, B cnyyasx,
eclin MPOrpaMMHOE obecrieueHune
MOYTOBOM CIY>KOBI ~ HE MOJJEPKUBACT
(GYHKIIUM  CMEHBI TIEPBUYHOTO IapOJIsI
WIN CaMOCTOSITCIILHOTO CO3JIaHus
MOJIL30BATENIEM MApOJisi TPU  TEPBOM
3aImycKe MPOrPaMMHOT0 00ecrieueHus.

2.6. Ilpm otkaze [JUT B co3znanuu

yuetHoM 3ammcu, JIUT nHanpasuser
3a4BUTENI0  MOTHMBHMPOBAHHBIM  OTKa3
CII0COOOM, AHAJIOTUYHBIM

(COOTBETCTBYIOIIMM) CIOCOOY TMoja4yu
3asIBKHU.

2.7. Ilpn nonoxurensHoM pemennu T
0 co3naHnu  ydetHou 3amucu, JIUT
CO3JAET YYETHYIO 3alHCh MOJIb30BATENS C
COOTBETCTBYIOILIMMH npaBaMu,
yKa3aHHbIMHM B paszjaene 3 Pernmamenra.

2.8. JInuo, HanpaBUBIIEE 3a51BKY:

2.4.2. Sending a message from the IS
user's email tothe email address
helpdesk @skoltech.ru.

2.5. The ITD passes the credentials of the
IS user for whom the account was created
in the following ways:

2.5.1. By email address, previously
specified in the application to ITD, if
the email service software supports the

functions of changing the initial
password or of the self-creation
of a password by the user when the
software is first started.

2.5.2. On paper upon the personal
appearance ofthelS user or the
responsible  employee  who  sent

the application to the ITD, if the email
service software does not support the

functions of changing the initial
password or of the self-creation
of a password Dby the user when the

software is first started.

2.6. In case of the ITD’s refusal to create

an account,

the ITD sends a reasoned refusal to
the applicant In a manner similar
(appropriate) to the one used
for the application.

2.7.In case the ITD satisfies the

application for an account creation, the
ITD creates a user account with the
appropriate rights specified in Section 3
of the Procedure.

2.8. The applicant:
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2.8.1. Tlpy monmy4yeHuM JIOTWHA U MApOJis
0 JIEKTPOHHOU mouTe (moAmyHKT 2.5.1
Pernamenra), obecrneuuBaer mnepenavy
nosib3oBatento DMOC y4yeTHbIX AaHHBIX
" CMEHY NEPBUYHOTO napoJis,
co3aanHoro JIUT;

2.8.2. Ilpu moJsiyueHur JTOTWHA W MAPOJIS
Ha OymMakHOM Hocutene (MOAMYHKT 2.5.2
PernamenTa), obOecreyuBaeT JOBEICHHE
VUETHBIX  JAHHBIX  JIO MOJIb30BATENs
DHNOC CIIocOOOM,  HMCKIIOYAIOIIUM
HECAHKITMOHUPOBAHHBIN JTOCTYI K HUM.

2.9. llomp3oBarenr OUOC  Mmoxer
MOJIYYUTh JIOTMH U MapoJjib OT CBOEH
YYETHOM 3alUCH NPH JIMYHOM SIBKE B
JIUT, nocne nmpoBepku padotaukom JJUT
JOKyMEHTA, YIOCTOBEPSIOLIETO
JIMYHOCTh TAaKOTO MOJIb30BaTEJIs.

2.10.  OUT JIeJIETUPOBATH
OTBETCTBEHHBIM UCTIOJTHUTEIISIM
CTPYKTYpHbIX mnozapazaenenuit Ckonrexa
MOJITHOMOYHSL TIO YIPAaBICHUIO TpaBaMu
noctyna k komnonentam OMOC.

BIIpaBe

3. Tunbl ¥ MpaBa y4eTHbIX 3amucei

3.1. B DHUOC cymecTByer naBa BHIA

VYETHBIX  3amuceit II0JIb30BaTENEN,
OTJIMYAKOIUECS (GyHKIMOHAILH BIMU
BO3MOJKHOCTSIMH:

3.1.1. TlepconuuumpoBaHHas y4eTHas
3aMUCh — Y4Y€THasl 3aMuCh MOJIb30BaTEs
ISt NPOXOXKICHUSA IPOBEPKHU
MOJJIMHHOCTH (ayreHTHUKAIIIN)
U MOJIy4YEeHUsA nocTyna K CBT
n komnoHentam DMOC.

3.1.2. CepBucHas (TeXHOJOTHYECKas)
y4eTHas 3aluCh — Yy4YeTHas 3aluch JJIs
aJIMUHUCTPUPOBAHUS KOMIIOHEHTOB
SHOC.

2.8.1. Upon obtaining a login and
password via an email (paragraph 2.5.1 of
this Procedure), ensures the transfer of
credentials to the IS user and the change
of the initial password created by the ITD.

2.8.2. Upon obtaining a login and
password on paper (paragraph 2.5.2 of
this Procedure), ensures the credentials
transfer tothelS user inamanner
preventing unauthorized access to them.

2.9. The IS user has the right to receive a
login and password to his account during
his/her personal appearance at the ITD,
upon the ITD staff member checks the
document identifying this user.

2.10. The ITD is entitled to delegate the
responsible executors of the structural
divisions of Skoltech with the authority to
manage access rights to the IS
components.

3. Account types and rights

3.1. There are two types of the IS user
accounts that differ in functionality:

3.1.1. Personalized account — a user’s
account  toundergo  authentication
(authentication) and get access to the CF
and to the IS components.

3.1.2. Service (technological) account —
an account for administering the IS
components.

25



3.2. VyerHble 3amHMCH CO3MAIOTCSA JUIA
CIEAYIOIIMX KAaTErOpu IOJb30BaTEIIEH
DHOC:

3.2.1. O6yuatommecs  Ckonrexa 1o
00pa3oBaTENbHBIM porpaMmam
BHICIIIEr0 O0Opa3oBaHMS W BBIMYCKHUKU
Ckonrexa, KOTOPHIM OH OKa3bIBaeT
COTIPOBOK/ICHUE.

3.2.2. Obyuaromnuecs Ckoarexa 1o
00pa3oBaTENbHBIM IporpaMMam

JOITIOJIHUTCIIBHOT O 06p2130BaHI/ISI.

3.2.3. Hayuno-nenarornyeckue
paboTHuku CkroaTexa.

3.2.4. PaboTuukn
obpazoBanus CkomaTexa.

J[emapramenrta

3.2.5. Nupie pabotHuku CkonTexa Ha
OCHOBE TPYIOBBIX JJOTOBOPOB.

3.2.6. ®dusuueckre JHUIIAa HA OCHOBE
JIOTOBOPOB, COTJIAIICHUM, KOHTPAKTOB CO
CKOJITEXOM.

3.2.7. Pa0OTHUKHM IOPHUIWYECKHUX JIHII,
UMEIOIIHUX JIOTOBOPHBIE OTHOIICHHUS C
CkoiTexoM.

3.2.8. YNOJIHOMOYEHHbBIE MPEACTABUTEIH
KOHTPOJIbHO-HAJI30PHBIX OPraHOB.

3.3. ITonp3oBarens DMOC u3 kareropwii,
yKa3aHHbIX B moamyHkrax 3.2.1 — 3.2.6

Pernamenra, oJiyyaeT  JOCTyI K
KOMIIOHEHTaM SUOC oe3
JIOMOJIHUTEIILHOMN 3asIBKH, B

cootrBercTBUU ¢ Tadmuuen 1.

3.2. The accounts are created for the next
categories of the IS users:

3.2.1. The Skoltech students enrolled in
higher education educational programs
and the Skoltech graduates receiving the
Skoltech support of a graduate.

3.2.2. The Skoltech students enrolled in
vocational training educational programs.

3.2.3. The of

Skoltech.

academic  personnel

3.2.4. The employees of the Education
Department of Skoltech.

3.2.5. Other Skoltech employees on the
basis of labor contracts.

3.2.6. Individuals on the basis of different
types of agreements, contracts, other
written deals with Skoltech.

3.2.7. The employees of legal entities that
sustain a contractual relationship with
Skoltech.

3.2.8. The authorized representatives of
controlling and supervising public
authorities.

3.3. The IS user of particular categories,
specified in paragraphs 3.2.1 — 3.2.6 of
this Procedure, receives access to the IS
components without filing an additional
application, in accordance with Table 1.
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Tabmuua 1 / Table 1

Hoctyn x komnonenTam DMOC i cymiecTByomeil yaeTHoOM 3anucu 6e3 3as1BKu /
Access to the IS components for the existing account without an application

OO6yuaromuecs Wnrpie
no OII Beiciero | OOyuarorg pabOTHUK
oOpazoBaHmus, uecs 1o P a6OTHIKH U Ha
BBIITYCKHUKH, OIl ocHOBe | Dusnuecku
Jenaprame
KOTOPBIM JOTIOJIHUT TPYIOBBIX | € JHIla Ha
HIIP / HTa
Ckomnrex €JIBHOTO Acade | obpasosan JIOTOBOPOB OCHOBE
Komnonent S1UOC / OKa3bIBacT o0Opa3oBaH mic | / Other JIOTOBOPOB
IS component 1 compoBoxenue / us | personn Emg;:) yees Employee | /External
Students on the Students S individuals
EP of higher on the EP el of th? (PSA)
education of Education
graduates vocational Department
receiving support training
of a graduate
Canvas + - + + - -
3BC / ELS + - + + - -
SIS + - - + - -
WNndopmannonnas -
CUCTEeMa IPOKTOpHHTA / - - - + -
Proctoring software
Turnitin 2 + - + + - ]
AHTHITaTHAT / i i + + i -
Antiplagiat
OdunmansHeIi CalT
Ckonrexa [ Official + + + + + +
website of Skoltech
Jira + - + + + +
Directum - - + + + -
Ob6nauHoe  (aitmoBoe
xpanniuite / Cloud file + - + + + +
storage
Kopnoparusnas
JNeKTpOHHAs 1oura / + - + + + -

Corporate email

1 3amena KOMIIOHEHTa pasperieHa B coorBercTBuU ¢ myHkToM 3.3 IMonoxenns 06 DMOC / Replacement of
a component is allowed under clause 3.3 of Regulations on the IS.
2 JIoCTYTI TIpEIOCTABISAETCS TONBKO JUIS TIPOBEPKH paboT obyuarommxcs / Access is provided only to check

student work.
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JlokanpHas
KOpIopaTuBHas ceTb / + -
Local corporate network

VPN-goctyn K
JIOKAJILHOM
KOpIIOpaTHUBHOW ceTH / + -
VPN access to local
corporate network

BectipoBognas cetb / + +
Wireless network

3.4. VYderHas 3ammMch II0JIB30BATEINS
HE3aBHCHMO OT €€ BHJA CO3HacTCs I
OTIPENICTICHHOTO  TOJIb30BaTeNsl W HE
MOJXKET OBITh TMepelaHa HWHBIM JIUIAM.
COBMECTHOE HCIOJIb30BAHUE  YYETHBIX
3amucer He JOIyCKAETCS.

4. BHeceHUe U3MEHEHUH B YYETHYIO
3anuch noJb3oBaresas INOC

4.1. BHeceHME W3MEHEHUI B Y4YETHBIE
JAHHBIE TI0JIb30BATENS OCYILECTBIAETCS B
Cllyyae M3MEHEHUs ero/ee nepcoHaIbHbIX
naHHbIX ((pamMwinu, MMEHW, OTYECTBa),
3aHMMAaEMOU TOJDKHOCTHU.

4.2. 3asgBKa Ha H3MEHEHHME YYETHBIX
JaHHBIX TI0JIb30BATENsl HAIMpPABISIETCA B
MOPSAJIKE, OMNPEIEICHHOM NyHKTOM 2.4

Hacrosimero Pernamenta, u  J0JDKHA
COJIepKAaTh:
4.2.1. Nudopmarmro O  JIOTHHE

MOJIb30BATElsl, €ro MPEKHUX U HOBBIX
MEPCOHANBHBIX ~ JAHHBIX — B ClIydae
CMEHBI TIEPCOHAJIBHBIX JTAHHBIX.

4.3. JAUT VCITOJTHSIET 3as1BKY
Ha U3MEHEHHE YYETHOU 3alUCH
MoJb30BaTeNsi B TeUeHue S  (IATH)

pabouux JTHEH.

4.4, HpI/I U3MCHCHHUU YUYCTHBIX HOAHHBIX
IIOJIB30BAaTCIIA IMPOU3BOAUTCA
BHCIIJIAHOBAA CMCHaA I1apOJId.

3.4. A user account, regardless of its type,
Is created for a specific user and cannot be
transferred to other persons. Sharing
accounts is not allowed.

4. Making changesto the IS user
account

4.1. Changes to the user's credentials are
made in the event of a change in his/her
personal data (last name, first name,
patronymic), position held.

4.2. An application for changing the user's
credentials is sent in the manner specified
in clause 2.4 of this Procedure, and must
contain:

4.2.1. Information about the user's login,
his old and new personal data — in the
event of a change in personal data.

4.3. The ITD executes the application to
change the user account within 5 (five)
business days.

4.4. When user credentials change, an
unscheduled password change occurs.
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4.5. BoccTraHOBJEHHE TMApOJsl YYETHOU
3aIUCH:

4.5.1. BoccranoBienue 3a0BITBIX
MOJIb30BATEIIMHU napoJiei
OCYIIIECTBIIICTCS Ha OCHOBAHWM 3asBKH,

HanpaBieHHon B JUWUT wuepes JIRA
WJIM TI0 3JIEKTPOHHOM NOYTE.
4.5.2. Boccranosinienue apoJist

OCYILIECTBIISIETCS ITyTeM cOpoca 3a0bITOro
napoJis M YCTaHOBJICHHSI MEPBUYHOTO
napoJsi.

4.5.3. CBeneHus O BHOBBL CO3JaHHOM
mapojie  TNEepelaroTcs B TOPSIKE,
OTIPEICIICHHOM ITyHKTOM 2.5 HaCTOSIIErO
Pernmamenra.

5. baokupoBaHue y4eTHOM 3alUCH
noJb3oBarteas JUOC

5.1. brnoxupoBanue
OCYLIECTBIISIETCS:

YYETHOU 3alucH

5.1.1. B caywasx, nOperyCMOTPEHHBIX
nyHnktamu 5.5 — 5.7 Tlonoxenuss 00
SHOC.

5.1.2. Tlo wnunuaruBe JIUT
HAIMYUU y HETO MH(pOpMaIvn:

npu

5.1.2.1. O ToM, yTO ayTeHTU(UKALKS 101
YYETHOM  3aluChi0  BBINOJHSJIACh 3
Mecsilia Ha3aJ U paHee.

5.1.2.2. O kommpoMeTauuu MapoJieu
o0 0 mepezgaue NapOJIbHO I
uH(pOpMAIMK yYETHON 3aluCH TPETHUM
JIMILIAM.

5.1.2.3. OO0 yMBIIIJIEHHBIX TMOMBITKAX
HECAHKITMOHUPOBAHHOTO JOCTYyIIa
MOJIb30BaTeNsl K pecypcaMm, JOCTYyl K
KOTOPbIM JJI1 JAHHOTO TMOJIb30BaTENs
3ampenie, a Takke O BO3HUKHOBEHUU
MHBIX yIpo3 uHGOPMAITMOHHO I

4.5. Account password recovery:

4.5.1. Recovering passwords forgotten by
users iscarried out based on an
application sent to the ITD via JIRA or an
email.

4.5.2. Password recovery is carried out by
resetting the forgotten password and
setting the initial password.

4.5.3. Information about the newly
created password is transmitted in the
manner specified in clause 2.5 of this
Procedure.

5. Blocking the IS user account

5.1. Account blocking is carried out:

5.1.1. In cases established by clauses 5.5
— 5.7 of the Regulations on the IS.

5.1.2. At the initiative of the ITD, if it
obtains the following information:

5.1.2.1. The authentication under the
account was performed 3 months ago or
earlier.

5.1.2.2. On the compromise of passwords
or on the transferring the password
information of the account to third parties.

5.1.2.3. On deliberate  attempts  of
unauthorized access by the user to
resources, access to which for this user is
prohibited, as well as on the emergence of
other threats to information security on
the part of the user.
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0€e3011acHOCTH
MOJIb30BATEIIS.

CO CTOPOHBI

5.1.2.4. O nHapymeHusx oOydaronumcs
npasui [onoxenus 06 SMOC mmm uHBIX
JIOKAJIbHBIX HOPMAaTUBHBIX aKTOB
Ckonrexa, B pe3yibTrareé KOTOPBIX
BO3HHUKAIOT YIPO3bl HHPOPMAIMOHHO I
0e30MacHOCTH JTMOO YTPauyuBaIOTCA WIH
MOJIUPUITUPYIOTCS JTaHHBIC OHOC,
HapymaloTcs  padoTa  KOMIIOHEHTOB
OUNOC wnu mpaBa MHBIX IOJB30BaTENEH
SUOC.

5.1.3. B aBTOMaTH4eCKOM pEKUME MOCIIE
HEYCITEITHBIX TOIBITOK ayTeHTU()UKAIN U
none3oBarensi.  [lpy  stom  mepuon
OJIOKUPOBAHUS Y4ETHOM 3anucu
cocTaBisier 15 MUHYT.

6. Pa30jiokupoBaHue y4eTHOM 3amuCH
noJb3oBaressa JUOC

6.1. Pa30nokupoBaHue y4yeTHOW 3arucu,
3a0JIOKUPOBAaHHOW MO  HMHUIMATHBE
paboTHuka CKoaTeXa, OCYIIECTBIAETCS
Ha OCHOBAHHUU 3arpoca, HAIpaBJICHHOTO B
JAUT yepes CUCTEMY JIRA
U TIOATBEPKJIEHHOTO PYKOBOJIUTENEM
Takoro pa0OTHUKAa WM pPaOOTHUKOM
JlemaprameHnTa 1o paboTe ¢ MepCcoHaIOM.

6.2. Pa306nokupoBaHue y4eTHOM 3amucu,
3a0JIOKUPOBAHHOW  MPU  OTYHCICHUU
oOydarorierocs Ckonrexa,
OCYILECTBISIETCSI TIPU  BOCCTAaHOBJIEHUM
Takoro obOyuaromerocs B CKoiTexe WU
npu Havaje COMPOBOXKICHUS
BBIITYCKHUKA B CKOJITEXE.

5.1.2.4. About violations by the student
of the Regulations on the IS or other
Skoltech policies, resulting in threats to
information security orthe loss, or
modification of the IS data, disruption of
the IS components’ operation, violation
of other IS users’ rights.

5.1.3. In automatic mode, as a result of
unsuccessful attempts to authenticate the
user. In this case, the account blocking
period lasts for 15 minutes.

6. Unlocking of the IS user account

6.1. The unlocking of an account blocked
at the initiative of Skoltech employee is
carried out upon a request sent to the ITD
via the JIRA system and confirmed by
this employee's manager or an employee
of the Human Resources Department.

6.2. The unlocking of an account blocked
due to the expulsion of a student from
Skoltech  is carried out upon  his
restoration at Skoltech, or once Skoltech
started this graduate support.
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6.3. VYuerHas 3aIlUCh OBIBIIIETO
pabotHuka Ckonrexa, 3a0JOKUpOBaHHAS
M0 TPUYMHE TMPEKpaIieHuss TPYI0BOTO
noroBopa Mexay HuM U CKoJTeXoM,
xpaHutcsi Ha cepBepax Ckonrexa 90
KaJICHIapHbBIX JTHEH, €CJIt HHOE
HE MPEeTYyCMOTPEHO JIOKAJIbHBIM U
HopMmaTuBHbIMU akTamu Ckoarexa. Ilo

ucreueHun 90  KajneHOapHBIX  JHEU
y4eTHas 3aluch YJaasieTcs.
IIpu BoccTaHOBIIEHUHU OBIBILIETO

paboTHuka  Ha pabote B Ckousrexe
B npenenax 90 kajleHmapHBIX JHEH C
MOMEHTa  MPEKpAIleHUusT  TPYAOBOTO
noroBopa, IUT paz0iaokupyeT y4yeTHYIO
3alUCh AJTOTrO pabOTHUKA CO COpocOM
napoJIs.

6.4. YderHas 3amuch, 3a0JOKUpOBaHHAs
B COOTBETCTBHHM C MOAMyHKTamMu 5.1.2.3 u
5.1.2.4 Pernamenra, MOXeT OBITh
paz0JOKUpOBaHA TOJBKO IO YCTPAHEHUU
yrpo3 uH(pOpMalMOHHONW O€30MacCHOCTH

U TpU HAIMYUA COOTBETCTBYIOIIETO
pelIeHUsT PYKOBOJUTENS CTPYKTYPHOIO
NoApa3AeeHus paboTHUKa,
HaApYIIUBIIETO MHPOPMALMOHHY IO
0€30MacHOCTb, 1001 petieHus
[lpopekTopa 1o  ydeOHOM  pabote

0o JucuurimHapHOTO COBETA.

6.3. A former employee's account,
blocked due to the termination of the
employment contract between this
employee and Skoltech, is stored on the
Skoltech servers for 90 calendar days,
unless otherwise provided by the Skoltech
policies. The account is deleted upon
expiration of 90 calendar days.

If a former employee reinstates at
Skoltech within 90 calendar days from the

date of the employment contract
termination, the ITD unlocks this
employee's account and resets a
password.

6.4. The account Dblocked under

paragraphs 5.1.2.3 and 5.1.2.4 of this
Procedure might be unlocked only upon
elimination of the threats to information
security and given an appropriate decision
of the head of the structural unit of the
employee who violated information
security or the decision of the Associate
Provost, Dean of Education, or the
Disciplinary Council.
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